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Opinion Assignment
Part One: 
How concerned are you about foreign countries spreading false information on the internet during U.S. elections?
I am very concerned with the fact that some foreign countries spread false information on the internet during U.S. elections since such messages are usually deceptive.  My opinion aligns to the sentiments of Bovet and Makse (2019) who argued that false information are deceptive since it entails distorted content. It means that the senders of these information aims at persuading U.S. citizens to accept wrong data that are unverified. Countries that disseminate false information also compromise the quality of the U.S. elections. Every election must be free and fair because United States is a democratic nation. These countries are likely to engage in such acts to favor other parties. The fact that the U.S. elections mainly constitute of two primary parties, Republican and Democratic Party, implies that the spread of false information will either favor Democrats or Republicans during elections. Such acts undermine the fairness of electoral processes because some candidates are likely to lose supports after being manipulated by cybercriminals. I am also concerned with this act because it can easily destroy foreign relations between United States and other countries. Foreign relations can be experienced at the levels of governments and also at individual levels that show how U.S. government relates with other governments and also how specific U.S. citizens relate with other foreign citizens. In this context, the United States can experience extreme political divisions based on false statements on the internet. Therefore, I am very concerned with this situation because we should voice our opinions to inform other Americans that fake news exists and has negative impacts on electoral processes.

What about going to the next level and actively (and illegally) hacking to influence elections as was done with the emails?
I am also very concerned with illegal hacking to influence elections. Increased rates of hacking indicate that citizens are vulnerable to cyber intrusion activities. The fact that attackers can easily access personal information such as emails, there is an urgency to develop effective measures to prevent such unethical acts. I recommend that politicians and the entire citizens should examine Martin Lockheed's framework, the Cyber Kill Chain, to understand various methods used by intelligent attackers and possible ways of curbing these threats. According to (Martin 2020), the Cyber Kill Chain enhances visibility into an attack hence enabling en individual to identify various tactics utilized by an attacker and possible procedures of eliminating them. I believe that some politicians are able to request the help of professional hackers to influence elections. Therefore, every person should ensure that their personal accounts, such as emails, are well secured.
Do you think that regulation is the solution?  If so, what regulations should be imposed?
I think that regulation is not a solution to the problems of false information and hacking. It is very difficult to regulate social media platforms since hackers can use various techniques to achieve their targets. Another reason why it is not possible to create regulatory laws to curb hacking and the spread of false information is that the internet has no definite territory of usage. It is difficult to arrest and prosecute cybercriminals in foreign countries due to the inability to have physical contacts. The only way to address this problem is by educating citizens about various security threats and how to protect their personal information. For instance, people should be educated to take precautionary measures like installing anti-virus to detect malware activities. It is also important to educate social media users on the impacts of revealing personal information to other anonymous individuals or people with pseudo-social media accounts. Above all, it is essential to embrace education because knowledge is power. 
Part Two: 
What are the vulnerabilities that you can think of where a cyber-attack could do real-world damage? 
	One of the vulnerabilities where cyber-attackers could do real-world damage is on autonomous cars or driverless cars. The advancement in technology has enabled most companies to start making autonomous cars. These cars integrate heavy technology that is based on proper tests and analysis. Attackers are likely to concentrate in this area of production because they believe that most companies aim at producing the best driverless cars to appeal to consumers in the market. 
How could this be used to commit a terror attack?
Attackers can use various ways to commit a terror attack by using autonomous vehicles. It is crucial to note that these driverless cars are heavily fitted with both hardware and software programs. These computer software programs are very vulnerable to attacks because attackers can easily access and manipulate them. Cyber-attackers can collide with terrorists and divert the direction of autonomous vehicles hence directing them to their points of interest where they can conduct their crimes such as murder. It means that a malicious attacker can easily find loopholes in this software and then commence malicious activity. Terrorists can also hack the systems of these cars and manipulate artificial intelligence algorithms to make wrong commands hence leading to a car crash.
What businesses do you think would be particularly vulnerable?
One of the businesses that would be vulnerable is transport businesses. Companies that aim at using autonomous cars to improve transport services will automatically lose their customers due to mistrust in these cars. In case of an accident, consumers will develop mistrust in these cars hence opting for non-autonomous cars that they have been using for an extended time. The car software can easily fail at some point thus giving the owners of non-autonomous cars the upper hand in the transport business.
What would you recommend to address these types of risks?
I would recommend all producers of autonomous cars to improve their security systems by always connecting this software to a secure network, enabling and configuring a firewall, and installing anti-spyware, and anti-virus to protect car’s computer applications.    
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